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Data Privacy Policy
ENERSOL Data Privacy Policy
1. Purpose and Scope
The purpose of this policy is to ensure that ENERSOL handles personal data responsibly and in compliance
with all applicable data protection laws and regulations. ENERSOL is committed to protecting the privacy and
security of personal data that it collects, processes, stores, or shares in the course of its operations.
This policy applies to all ENERSOL employees, contractors, partners, and third parties who handle personal
data on behalf of ENERSOL, regardless of location. It covers all personal data processed by ENERSOL, whether
in electronic, paper, or other forms.
2. Policy Statement
ENERSOL is committed to respecting and protecting the privacy of individuals whose personal data it
processes. The company will collect, use, store, and share personal data lawfully, fairly, and transparently,
ensuring that data subjects’ rights are upheld and that their personal data is protected against unauthorized
access, use, disclosure, alteration, or destruction.
3. Definitions
e Personal Data: Any information that relates to an identified or identifiable individual, including but
not limited to names, addresses, contact details, identification numbers, online identifiers, and other
personal identifiers.

e Data Subject: Any individual whose personal data is processed by ENERSOL, including employees,
customers, contractors, and business partners.

e Processing: Any operation performed on personal data, including collection, recording, storage,
retrieval, use, disclosure, or deletion.

e Data Controller: The entity that determines the purposes and means of processing personal data. For
the purposes of this policy, ENERSOL is the Data Controller.

e Data Processor: Any third party that processes personal data on behalf of ENERSOL under a contract
or agreement.

e Consent: A data subject’s freely given, specific, informed, and unambiguous agreement to the
processing of their personal data.

4. Data Collection and Use
e Lawful Basis for Processing: ENERSOL will process personal data only when there is a lawful basis to

do so, including:

o Consent: When the data subject has given clear consent for the processing of their personal
data for a specific purpose.
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o Contractual Necessity: When processing is necessary for the performance of a contract with
the data subject or to take steps to enter into a contract.

o Legal Obligation: When processing is necessary to comply with a legal obligation.

o Legitimate Interests: When processing is necessary for ENERSOL’s legitimate interests,
provided those interests are not overridden by the data subject’s rights and freedoms.

Data Minimization: ENERSOL will collect only the personal data that is necessary for the specific
purposes identified at the time of collection. Data will be processed only for those purposes unless
further consent is obtained.

Transparency: ENERSOL will inform data subjects about how their personal data will be processed,
including the purposes of processing, the legal basis for processing, data retention periods, and their
rights as data subjects.

5. Data Subject Rights

Access: Data subjects have the right to request access to their personal data and obtain information
about how it is being processed.

Rectification: Data subjects have the right to request correction of inaccurate or incomplete personal
data.

Erasure: Data subjects have the right to request the deletion of their personal data when it is no
longer necessary for the purposes for which it-was collected or when they withdraw consent.

Restriction: Data subjects have the right to request the restriction of processing if they contest the
accuracy of their data, if the processing is unlawful, or if they object to the processing.

Data Portability: Data subjects have the right to receive their personal data in a structured,
commonly used, and machine-readable format and to transfer it to another data controller.

Objection: Data subjects have the right to object to the processing of their personal data based on
legitimate interests or for direct marketing purposes.

Automated Decision-Making: Data subjects have the right not to be subject to decisions based solely
on automated processing, including profiling, which significantly affect them.

6. Data Security

Protection Measures: ENERSOL will implement appropriate technical and organizational measures to
protect personal data against unauthorized access, disclosure, alteration, or destruction. These
measures include encryption, access controls, and regular security assessments.

Data Breach Response: In the event of a data breach, ENERSOL will promptly assess the risk to data
subjects and, where necessary, notify affected individuals and relevant regulatory authorities in
accordance with applicable laws.

Data Retention: Personal data will be retained only for as long as necessary to fulfill the purposes for
which it was collected, or as required by law. Once the data is no longer needed, it will be securely
deleted or anonymized.

7. Third-Party Data Processing

Data Processors: ENERSOL will ensure that any third parties that process personal data on its behalf
are contractually obligated to comply with applicable data protection laws and implement
appropriate security measures.



Due Diligence: ENERSOL will conduct due diligence on third-party data processors to ensure they
have adequate data protection practices in place.

International Data Transfers: ENERSOL will ensure that any transfer of personal data to a third
country or international organization is conducted in compliance with applicable data protection
laws, including the use of appropriate safeguards such as Standard Contractual Clauses (SCCs) or
Binding Corporate Rules (BCRs).

8. Employee Responsibilities

Training and Awareness: ENERSOL will provide regular training to employees on data privacy and
security practices, ensuring they understand their responsibilities under this policy.

Confidentiality: Employees are required to maintain the confidentiality of personal data and must not
disclose it to unauthorized parties.

Reporting Incidents: Employees must report any data breaches, security incidents, or violations of
this policy to their supervisor or the Data Protection Officer (DPO) immediately.

9. Compliance and Enforcement

Data Protection Officer (DPO): ENERSOL will appoint a Data Protection Officer responsible for
overseeing compliance with this policy and applicable data protection laws. The DPO will also act as
the point of contact for data subjects and regulatory authorities.

Monitoring and Auditing: ENERSOL will regularly monitor and audit its data processing activities to
ensure compliance with this policy and identify areas for improvement.

Disciplinary Action: Any employee found to have violated this policy or applicable data protection
laws may be subject to disciplinary action, up to and including termination of employment.

10. Review and Revision

Amir Baghirov
Director

Regular Review: This policy will be reviewed annually by the Data Protection Officer to ensure its
continued effectiveness and alighment with legal requirements and best practices.

Updates: Any changes to this policy will be communicated promptly to all employees and relevant
third parties. ENERSOL reserves the right to amend this policy at any time to reflect changes in the
law, best practices, or the company’s operations.




